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Agenda

 Background:  Household Exposure Study 

 Online data: Privacy and consent issues

 Sharing individual data with participants

 Recommendations 



Silent Spring Institute
Household Exposure Study

Rudel et al., 
ES&T 2003
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Household Exposure Study

• 170 homes



w w w. s i l e n t s p r i n g . o r g

Data
 > 100 analytes

 Indoor, outdoor air

 Dust

 Urine, some blood 

 Observation, self-report
 Weather

 House characteristics

 People and pets

 Habits, hobbies, 
furnishings, belongings

 Some health
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Community Values

 Right-to-know
 Science-power to solve 

ignored problems
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 Privacy issues in online data 
sharing for environmental data



Privacy risks 
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Visit date

Diagnoses

Procedures

ZIP

Birth 
date

Gender

Name

Address

Date 
registered

Party 

Date last 
voted

Dataset Voter List
L. Sweeney
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Date of Birth Mon/Yr Birth Year of Birth

ZIP
5-digit

Town/
Place

County

Gender

87%

58.4%

18.1%

3.7%

3.6%

0.04%

0.04%

0.04%

0.00004%

HIPAA Safe Harbor

L. Sweeney



Sources of risks in enviro data?

Published findings
Observable data
Linkable data
Stakeholder 
knowledge

Research Data
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Linkage in the world of ubiquitous 
computing



w w w. s i l e n t s p r i n g . o r g

Exposure data: Potential harms

 Implications for health - insurability, employment
 Affect property values
 Reveal illegal behavior by a polluter
 Reveal personal behavior considered private (smoking, 

use of products restricted in the US)
 Trigger legal obligation or liability: reporting or 

remediation for a regulated substance; real estate 
disclosure

 Information pertinent to “toxic torts” or determination 
of responsible party status

 Create the link to other data in the dataset
 Reveal personal data of another party
 Reveal information about a place or group
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Undefined terms in consent

 All information that could identify you
will remain confidential to the full extent 
of the law…. Any record that includes 
your name or personal identifying 
information will be kept in locked file 
cabinets and access to these records will 
be restricted to researchers involved in 
this study. 
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 Sharing personal exposure data 
with study participants
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Individual report-back

 Multi-level
 Graphs and text
 What we know/don’t know
 Actionable info:  Community and 

individual exposure reduction



How to read your results

w w w. s i l e n t s p r i n g . o r g

X  is the EPA Guideline

Each      represents one other home in the study

is the sample from your home

Chemical abbreviation (di(2-ethylhexyl) phthalate)

DEHP common uses:  Plastics, inks, insect 
repellant, cosmetics, rubbing alcohol, liquid soap, 
detergents, lacquers, munitions, industrial lubricant. 

-

Brody et al. AJPH, 2007
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R. Morello-Frosch
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Interviews with participants

 Participants wanted their results
 Increased trust in researchers
 Pride in contributing to science and health
 Learning, conceptual shifts about pollution
 Reflections on illnesses, “toxic trespass”
 Frustration at information gaps
 Evolving interpretations, brainstorming
 Motivation to reduce exposure
 Differences X community context



Recommendations:  We Need…
 Technology solutions

 Computer science tools to predict identifiably of 
environmental data

 Tests of data-masking and auditing 

 Guidelines 
 For truthful informed consent that is consistent with 

participant and community values and understanding
 For data-user agreements
 For individual report-back responsibilities

 New legal protections 
 To prevent forced disclosure, undue liability, 

discrimination
 To discourage re-identification

 Training for IRBs, researchers w w w. s i l e n t s p r i n g . o r g
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 Silent Spring Institute
Julia Brody, Laura Perovich, Ruthann Rudel

 Harvard Data Privacy Lab
Latanya Sweeney

 Brown University
Phil Brown

 Harvard Environmental Law Clinic
Shaun Goho

 UC Berkeley
Rachel Morello-Frosch

 Communities for a Better Environment
Jessica Tovar

 



w w w. s i l e n t s p r i n g . o r g

www.silentspring.org
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